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Security Analysis Timeline: Consequence-based Assessment



• RAPT: Reasonable Assurance of Protection Time
• A concept that considers the many existing layers of protection that would provide reasonable assurance that the licensee can

independently defend against the DBT 

• Licensee can better focus on protecting more risk-significant target set elements

• Ability to take credit for operator actions that could be performed after the RAPT 

SECY-20-0070: Technical Evaluation of the Security Bounding Time Concept for Operating Nuclear Power Plants
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Application of Dynamic Framework to SFR



Application of Dynamic Framework to SFR



Theft Scenarios

• Targets:
• LWR spent-fuel cask parking area

• LWR spent-fuel storage

• FCF
• Air cell (hot cell)

• Inert hot cell

• Fuel services building 
staging/washing area



Theft Scenario 3
No. Action Detection 

probability
Mean delay 
time 
(seconds)

Std. 
deviation 
delay time 
(seconds)

Notes

1 Start attack 0 - -
2 Cross plant 

boundary
0.02 300 30

3 Breach PIDAS 0.9 60 6
4 Cross protected 

area
0.02 30 3

5 Access fuel cycle 
facility

0.95 30 3 Insider 
assists by 
providing 
entry 
access

6 Access staging / 
washing area

0 300 30

7 Access intact 
refabricated ESFR 
assemblies

0 90 9

8 Load assemblies 
into vehicle

9 Regroup forces 0 20 2
10 Cross protected 

area
0 30 3

11 Cross plant 
boundary

0 30 3

12 End attack 0 30 3
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Cross PIDAS
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Access Fuel Cycle 

Facility

Retreat

Access Staging Area
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End Attack
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If tool fails
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Cross Protected Area

Cross Plant Boundary
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Access Intact Re-fabd 
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EMRALD model for Theft Scenario 3



Sabotage Scenario

N
o.

Action Detection 
probability

Mean delay 
time 
(seconds)

Std. 
deviation 
delay time 
(seconds)

Notes

1 Start attack 0 - - Insider 
inserts 
positive 
reactivity

2 Cross plant boundary 0.02 300 30

3 Breach PIDAS 0.9 60 6

4 Cross protected area 0.02 30 3

5 Access reactor 
exterior containment

0.95 330 33

6 Access shutdown 
cooling system

0 30 3

7 Detonate Air Intake 0 1200 120

8 End attack 0 0 0



EMRALD model for Sabotage Scenario



Physical Protection System

• 3 armed-responder response 
times to give basic variations in 
protective strategy for probability 
of detection

• Simplified system, with limited 
detection capabilities

PPS Mean response time 
(seconds)

Std. deviation of 
response time 

(seconds)

PPS A 150 15

PPS B 300 30

PPS C 600 60



EASI benchmark



EMRALD benchmark



Results – Theft Scenario 3 – PPS A



Results – Theft Scenario 3 – PPS A
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Results – Sabotage – PPS A



Results – Sabotage – PPS A
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Results – Comparison to EASI

Attack 
scenario

PPS Static probability of 
interruption (PI) 

calculated with EASI 
[20]

Dynamic probability of 
interruption (PI) 
calculated with 

EMRALD

Probability of 
effectiveness (PE) 
calculated with 

EMRALD

Theft target 1 A 1 0.94 0.34

B 0.89 0.87 0.27

C 0.01 0.45 0.18

Theft target 2 A 1 0.90 0.29

B 0.46 0.85 0.13

C 0 0.01 0.12

Theft target 3 A 0.99 0.99 0.50

B 0.99 0.97 0.47

C 0.99 0.89 0.43

Sabotage A 1 ~1 0.75

B 1 0.99 0.75

C 1 0.90 0.72



• Current physical protection evaluation method is static and 
conservative. The dynamic modeling method using INL’s EMRALD may 
reduce PPS design conservatism and cost.

• EMRALD based consequence-based security analysis can be leveraged 
for designing optimum security posture of advanced reactors.

• Consequence and timeline-based security could pave way for exploring 
the concepts of security-by-design, crediting operator actions, and off-
site response.

Summary



Report: https://www.osti.gov/biblio/1959000

Questions:  Robby.Christian@inl.gov

Christopher.Chwasz@inl.gov
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